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Information Security Plan - BCC 38!
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Berkshire Community College’s (“the College” or “BCC”), objective in the development and 
implementation of this Information Security Plan (“ISP” or “Plan”), is to create effective 
administrative, technical and physical safeguards for the protection of Confidential Information 
including 
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a view to determining if changes in our security practices are required to improve the 
security of the confidential information for which we are responsible. 

Physical measures: 

• Access to records containing personal or business information shall be limited to those 
persons who are reasonably required to know such information in order to accomplish 
our legitimate business purpose. This risk is being addressed through redaction of 
sensitive information, storing paper records in locked facilities and implementing data 
security controls for electronic records. 

• At the end of the work day, all files and other records containing personal information 
must be stored in locked in rooms, offices, or cabinets. 

• Paper records containing personal information shall be disposed of in a manner that 
complies with M.G. L. c 93I4. 

Technical measures: 

• When employees who have access to personal or business information are terminated, 
BCC terminates their access to network resources and physical devices that contain 
“personal information”. This includes termination or surrender of network accounts, 
database accounts, keys, badges, phones, and laptops or desktops. 

• Employees are required to change their passwords, at a minimum, semi-annually for 
systems that contain confidential information. 

• Access to personal information shall be restricted to active users and active user 
accounts only. 

• Where technically possible, all BCC maintained systems that store confidential 
information will employ automatic locking features which lock access after multiple 
unsuccessful login attempts. 

• Electronic records (including records stored on hard drives and other electronic media) 
containing personal information shall be disposed of in a manner that complies with M.G. 
L. c 93I. This requires that information be destroyed or erased so that personal 
information cannot practicably be read or reconstructed. 
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To combat external risks to the security, confidentiality, and/or integrity of any electronic, paper 
or other records containing confidential information and evaluating or improving where 
necessary the effectiveness of the current safeguards for limiting such risks, the following 
measures are mandatory and effective as of 6/29/2018: 

• There is a reasonably up-
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Pertinent Massachusetts RegulationsB!

1 201 CMR 17.00 - Standards for the Protection of Personal Information of Residents of 
The Commonwealth 

2 201 CMR 17.02 - 


